How to Migrate from CensorNet 3.1 to CensorNet 3.2

This document will guide you through the steps needed to migrate your users,

workstations, groups, policies, “blacklist” and “whitelist” information.

PLEASE NOTE THAT THIS SOFTWARE COMES WITH ABSOLUTELY NO WARRANTY. WE
CANNOT BE HELD RESPONSIBLE FOR LOSS OF DATA DURING THIS PROCESS.

Process
The process of migrating from CensorNet 3.1 to CensorNet 3.2 is as follows:

STEP 1
Backup your existing CensorNet 3.1 Server
STEP 2
Run the migrate script on your existing 3.1 CensorNet server.
STEP 3
Save the resulting migrate file to a workstation or floppy disk so that it is safe
STEP 4
Install CensorNet 3.2 onto your existing CensorNet server (this will
completely FORMAT your existing server so make sure the migrate file is
somewhere safel!)
STEP 5
Import the settings from the migrate file using the “Upgrade” option in the
CensorNet 3.2 Web Interface.

What is migrated?

THIS IS BACKED UP THIS IS NOT BACKED UP

Usernames and User Groups LOG FILES AND REPORTS

Workstations and Workstation Groups Setup Program Settings

Access Policy settings Custom Firewall Rules

Custom blacklist entries Any modifications to the source code that
you have made yourself

Entire whitelist System Blacklist

Admin Area Security Settings

Backup Existing Server

Log in to the CensorNet Web Interface
Go to the "Home"” tab and choose “Backup/Restore”
Choose “Backup”

Choose “Create New Backup File”
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Save the resulting backup file somewhere safe i.e. on your PC or laptop or
burn it to CD-ROM. The file probably be around 100Mb.



Instructions

1. Download the migrate script from the CensorNet Web site:

a. http://www.intrago.co.uk/products/censornet.php?sc=100

2. Save the migrate script to your computer, i.e. in C:\TEMP
3. FTP the migrate script to your CensorNet server using your favourite FTP
program or by using the FTP command line (shown below):

C:~CensorMet Migration>ftp 18.A.8.15

Connected to 18.8.8_.15.

28 censornet FTP server (Uersion 6.4-0penBSDoLinux—ftpd-B.172 ready.
ser (18.8_.08.15%:<none’?: admin

31 Passwvord required for admin.

assuword:

38— Linux censornet 2.4.22 #3 SHP Fri Aug 29 11:47:27 BST 2883 i6B6 unknown

Most of the programs included with the Debian GHU-Linux system are

freely redistributable; the exact distribution termsz for each program
are described in the individual files in Auspr sharesdoc* copyright

Debian GHU-/Linux comes with ABSOLUTELY HO WARRANTY. to the extent
permitted by applicable law.
admin logged in.

zet to I.
upgrade—vl.tgz
command successful.

Don’t forget to FTP to the “"admin” username (you cannot login as root via FTP)

4. Either at the console or via the Console (CCT) option found under the “Home"”
tab of the CensorNet Web Interface, login as user “admin”. The password, if
you have never changed it, is "admin” and can be reset via the setup program
(see below).

Type “su” to become root and enter your root password.

6. Type: tar -zxvf upgrade-vl.tgz

adminiio.0.0.15's password: *H#F %
Linux censornet 2.4.22 #3 SMP Fri Aug 29 11:49:27 BAT 2003 i686 unknonm

Most of the programs included with the Debian GNU/Linux system are
freely rediztributable; the exact distribution terms for each program
are described in the individual files in fuasr/share/doc/¥fcopyright

Debian GHU/ALinux comes with ABIOLUTELY NO WARRAWTY, to the extent
permitted by applicabhle lamw.

aduinfdcensornet: -5 su

Pazssword:

censornet: /hone /adning tar -xzvi upgrade—vl.tgzl

You will notice two files are extracted, “export.pl” and “import.pl”.

Type: perl export.pl and follow the prompts as below:


http://www.intrago.co.uk/products/censornet.php?sc=100

cenzornet :homedadning perl export.pl

* CensorMet Migration Script *

Thiz =oftware i= distributed with shzolutely
no warranty and iz licensed under the terms of
the GHU General Public Licensze,

http S A censornet. , con

This script will backup:

- Uzers and uszer groups

= korkstations and workstation groups
- Custom blacklist entries

- Whitelist entries

= Admin Machine access

Fleaze rote:

THIS SCRIPT WILL HOT BACEUP THE SETUFP PROGRAH
COMFIGURATION, FPLEASE MAKE SURE YOU HOTE DOWM
YOUR SETTIMGS BEFORE REIMSTALLIMG.

Export users? [yessnol y

¥ Exported 1742 users in b groups.,

Ewxport workstations? [yss nol y

»» Ewported 378 workstationz in 36 groups
Export ADMIM workstations? [yes/nol y

»» Ho ADMIM machines to export

Export whitelist entries? [ues nol y

»r Ewported 1370 sites in 35 groups

Export custom blacklist entries? [yesdnol y
¥r Exported 10 zites in 5 groups

Creating upgrade =cript...
tar: Removing leading ™/ from member names

##xPlegze download the migrate packaze from http: 10,00, 15/ migrate, tez

Example of running the export.pl file

9. Download the migrate.tgz file from http://<ip.of.censornet>/migrate.tgz

YOU MUST KEEP MIGRATE.TGZ IN A SAFE PLACE. DO NOT STORE IT ON

THE CENSORNET SERVER - SAVE IT TO A WORKSTATION OR LAPTOP OR

FLOPPY DISK!

10.INSTALL CENSORNET 3.2

11.You will need to configure CensorNet 3.2 so that you can access the Web

Interface (i.e. give it an IP address on your local LAN).



http://<ip.of.censornet>/migrate.tgz

12.0nce logged into the Web Interface, choose “Upgrade” from the "Home” tab.
DO NOT CHOOSE "BACKUP/RESTORE".
13. Click the “"Browse” button to find the migrate.tgz file you kept safe in step 9.

+ Upgrade Censoriet

To upgrade your CensarMet system first select the upgrade package from your
cormputer using the "Browse" button below, Then click the "Upgrade" button to begin
the upgrade process. NMote: CensorMet will automatically reboot to complete the
upgrade process,

|E:'\Migratiun'\migrate.tgz Bru:uwse...l
pgrade |

14. Click “Upgrade”.

15. After a few moments you will be prompted that the upgrade was successful
and the CensorNet machine will reboot. After it reboots, you will be able to
return to the Web Interface and browse your users, workstations, blacklist

and whitelist that has been restored from your previous version of CensorNet.

What happens if it goes wrong?

Don’t panic — your data should still be in the migrate.tgz file. If you have a support

contract e-mail this file to support@adelix.com and we will be happy to take a look at

why it went wrong.


mailto:support@adelix.com
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